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Sifrovani ve Windows

EFS
IPSec
SSL
PPTP
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Encrypting File System
Internet Protocol Security
Secure Socket Layer

Private Point to Point Protocol

Vij



Bezpecnost ?

= co chci chranit ? * co chci chranit ?
= systém = svUj pocitac
= data = podnikovou sit, servery,
= pristup k Internetu komunikaci, . . .
= proti komu ? = pro koho ?
= hacker = jeden odbornik
® konkurence - "velky'/" pO(\fet laikCi
" neopravnény uzivatel AT
= pirdt = kdo to zaridi ?

= samotny uzivatel
= gdministrator
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Geneze

Windows 3.0, 3.1, 3.11 — pro individualni uzivatele

= Bezpecnost informacnich systému?
" co to je?
" a proc?

Windows NT Server 3.1, 3.5, 3.51, 4.0
= Bezpecnost (hracka pro administratory ?)
Windows 95, 98, Me

= s0lo X domeéna

® [ntranet X Internet

= neuplna a nesouroda smes (navzajem si i odporujicich) pravidel
pro nastaveni (nejen bezpecnosti)

Windows 2000, XP, 2003, Longhorn
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EFS
= NTFS
= \Windows Explorer
= vybrat slozku nebo soubor

® Properties
General
Advanced...
Encrypt contents to secure data
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Doc Properties @@

General | Sharing | Security | Web Sharing | Customize

Type: File Folder

Location: Do

Size: 42.0 MEB [45 172 134 bytes]
Size on disk:  43.5 MB [45 7171 360 bytes)

Containz: 220 Filez, 31 Folders

Friday 2. May 2003, 20:31:10

Attributes:; [2] Read-only Advanced...

[ ] Hidden
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Advanced Attributes

iZhoose the settings wou wank for this Folder

When you apply these changes wou will be asked if wou wank the
changes to affect all subfolders and Files as well.

Archive and Index attributes

Folder is ready For archiving

For Fast searching, allow Indexing Serwvice to index this Folder

Compress ar Encrypk attribukes

Compress conktents bo save disk space

Encrypt conkents to secure daka

] [ Cancel

18.11.2003




EFS certifikat

Pokud nema uzivatel nainstalovan certifikat pro
Sifrovani soubord, zptsobi prvni Sifrovani
vygenerovani takoveho certifikatu
= 5 certifikatem jsou svazany dva Sifrovaci klice

- verejny (je publikovan primo v certifikatu)

- soukromy (je ulozen na "bezpecnem" miste)
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EFS sifrovani

= DESX
= Microsoft expanded DES

= 3DES

= klic, kterym je soubor zasifrovan, je ulozen v MFT
(DDF — Data Decryption Field) a zasifrovan
verejnym klicem uzivatele algoritmem RSA

= uzivateltiv soukromy klic se pak pouziva pri
desifrovani souboru
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EFS Sifrovani

A guick brown fox
Jumped. ..

_—

File Encryption
(DES)

)

1

*#fjdanj 153915t
{359E *&. ..

Random
Humber
Generator

Randomby
Generated Fil

Encryption Key
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(RSA)
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EFS - desifrovani

“H#fda ue3915t File Decryption A guick brown fox
{399E *8. q‘ (DES) —} jurnped. .

File
Encryption
by

User's n| Data Decryption
Private § ¥ Field Extraction
by [H?.:I

Data
Decryption
Field
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7 v 7

EFS a prikazovy radek

= > Cipher /e pathname

= > Cipher /d pathname
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programovani EFS

= EncryptFile (FileName)

= DecryptFile (FileName)
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programovani EFS

= SetUserFileEncryptionKey (ptrCertificate)

= AddUsersToEncryptedFile
(FileName, ptrCertificates)

= QueryUsersOnEncryptedFile
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EFS a prikazovy radek

= > Cipher.exe /K
= yygeneruje novy cerifikat (a klice) pro EFS

= > Cipher.exe /U
= presifruje soubory novym klicem

= > Cipher.exe fu /n
= vypise vsechny zasifrované soubory
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EFS a prikazovy radek

m > EFSInfo.exe

vypise informace o

m aktualni slozce
= pathname uvedenem souboru
m /s:dir uvedene slozce
= /U kdo ma pristup

= /r jestli existuje recovery agent
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EFS - Recovery Agent

= certifikat pro recovery agenta vygenerovany Certifikacni
autoritou

Ize pouzit pro nastaveni v Group Policy
Ize nainstalovat na pocitaci a pouzit k zachrané soubort
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EFS - Recovery Agent

= > Cipher.exe /r:PfxCerFilesname

= yygeneruje certifikat pro recovery agenta

= * PEX - certifikat + privatni klic
= - ulozit na bezpecné misto

= * CER - certifikat
E - |ze pouzit pro nastaveni v Group Policy
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-

-
Encryption Details for C:\WMy Documentsi~-\StariMenu Program... @

zers Who Can Tranzparently &cceszss This File:

zer Mame Certificate Thumbprint
il iitEameE. mff. cuni. cz) EEE4 SECF 4371 OCSF FCYO 104D D2EE CF46 ODSE O 7|

| | Hemowve

Data Recovery &sagentz For Thiz File &s Defined By Hecowvery Folicy:

Recowvery &gent Mame Certificate Thumbprint
Adrminizstrator S110 5544 20EF EB33 F21C 7247 5938 FCOS F2ES CE|

Cancel
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sprava certifikatt

= MMC snap-in

® Certificates
Current user

= certifikat Encrypting File System

" nelze jednoduse prepinat mezi vice certifikaty
se stejnym ucelem

18.11.2003 vii 19



EFS a sit’

= prenos po siti v rozsifrovanem tvaru
= \WebDAV - v zasifrovaném tvaru

®» Sifrovani komunikace
m [PSec
= SSL
= PPTP

= kdo s kym
= oboustranna autentizace
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Autentizace

* domena Windows
= NTLM

= Kerberos

= certifikaty
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Autentizace

= | ANMan all clients, 3.x, 9x — odposlech
= NTLM 4.0, W2K, ...

= NTLM v.24.0 SP4, W2K, ...

= Kerberos W2K, XP, W2K3

= Group Policy :
Computer Configuration: /
Windows Settings /
Security Settings /
Local Policies /
Security Options /
“LAN Manager Authentication Level”
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challenge/response authentication

server issues a random value to the client

client performs a cryptographic hashing function on this
value using the hash of the user’s password

client sends hashed value back to the server

server takes its copy of the users hash from the local SAM
(Security Accounts Manager) or AD (Active Directory -
Access databaze)

server hashes the random value
server compares this value to the client response
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= service IPSec

= Group Policy
IPSec Policy.
= MMC Snap-in
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IPSec

= RUzné moznosti nastaveni bezpecnosti

= vypnuto (pokud neni nastavena zadna z
nasledujicich. moznosti)

= Client
= Server (Reguest Security)
= Secure Server (Require Security)
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IPSec
= Client

= Communicate normally (unsecured). Use the
default response rule to negotiate with servers that
request security. Only the requested protocol and
port traffic with that server is secured.
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IPSec

= Server (Request Security)

= For all IP traffic, always request security using
Kerberos trust. Allow unsecured communication
with clients that do not respond to request.
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IPSec

= Secure Server (Require Security)

= For all IP traffic, always require security using
Kerberos trust. Do NOT allow unsecured
communication with untrusted clients.
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[PSec - filtr

- - o
Secure Server [Require Security) Properties E] Edit Rule Properties

Rulez | General ALthentjpsHr t et l Tunnel Setting Connection Type
- % ] Filter Action

Q:-ai‘ Security rules for communicating with other computers

The zelected |P filter list specifies which netwark, traffic will be
affected by this rule,

—_—
Bl

=
——

IP- Securty miles;

" . - ; — [P Filter Lizts:
IF Filter List | Filter Action | Authentication. .. | Tu

Al P Traffic Frequire 5 ecurity K.erheros Mi Name: Description
AlICMP Traffic Permit K erberos Me {2 AllCMP Traffic Matches all ICMP packets: betw. .

& AllIP Traffic Matches all IP packets from thiz

£Dynarmics Default Response K.ertberos i

?

o7,
Add... " Remove | ™ Use Add'Wizard Add... @ Remove |

| 114 || Cancel ] Cancel |
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[PSec - filtr

Il IP Filter List

— AP flker bzt iz compozed of multiple filkers. [n thiz way, mulliple subnets, [P
==

= addrezzes and protocols can be combined into one [P filter.

M arne:
AP Traffic

Add...

Drezcnphion: |

tatches all [P packets from thiz computer to any other computer, Edi... )
except broadcast, multicast, Kerberoz, RSYP and 15AFKMP [IKE]. _

Hemove |

Filters: v ze &dd'Wizard

Mirrored | Descriphion Source Port Destination
fes AMY AN

Cancel
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IPSec - filtr

Filter Properties ".1 rFilter Properties

r
Addressing n:utu:n:n:ul] D' escriptian Addressifgg  Frotocol |Dn::ri|:|ti|:|r'||

Source address: Select a protocol tppe:;

| |TCP |

R/ A

FRDF
& zpecific IP Address BwD

& gpecific IP Subnet S iR
UDP =
=MS-DP bt

D eztination address:

£ Fram thiz part:
By 1P Address |

{+ Toany port

(" Tothiz port:

W Mirrared. Also match packets with the exact opposite source and
destination addreszes:.

Cancel

Cancel
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IPSec - Authentication

= Kerberos (default) — ne pro Internet
= certificate
= string (preshared key)

= TKE
Internet Key Exchange (MS+Cisco)
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18.11.2003

IPSec - Authentlcatlon

E dit Rule Properties

| Filker &.ction
Tunnel Setting ] Connechion Type
cify hiows trost iz establis hn-'|:|
authenti [

||H|-r|-|:| :|ru:| l:l:E'l:lh-'l:l when negotiating gecurity with ano -Hu—-r
computer.

Authentication method preference order:

kMethod Jetails Add. |

Certification authority  DE=cz.: DC=cuni, DC=mff. DC=
k.erberos E dit... |

FEemaove

FMowve down

Apply |
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IPSec

Connection Type
All network connections
LAN
RAS

Integrity X  Encryption & Integrity
= novy klic kazdych xxx kB / vterin

= MD5 DES

= SHA1 3DES
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IPSec

R
Edit Rule Properties E] Require Security Properties

Authentication Methods Tunmel Setting Beskection Type | aecurty Methods | General ]
IP Filter List

T Permit

The zelected filter action zpecifies whether this rule negotiates L Block
for zecure netwaork: traffic, and haow it will zecure the traffic, i* Megotiate security:

r

Security method preference order:

Filter Actions: Type &H |ntegrity | ESP Confidential... Add.

Cuztom “Mones

Mame Descriphion Cugtom <Mones @
|
) Permit

Permit unsecured IP packets to .. Cugtom  <Mone>
{2 Request Security [0 ptional] Aocepts unzecured communicat. . Custorn <Nones Riemave
O] B equire Security Arceptz unsecured communicat..

¢ 5 M ove daw

v Accept unsecured communication, but always respond using IPSec
I Allow unsecured communication with non-IPSec-aware computer

| Sesszion key perfect fanward secrecy [PFS]

dAdd... Femoyve | v Llzeddd Wizard

aFk. Canicel | oD Cancel
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Modify Security Method

Security Method

T Encryption and [ntegrity

D ata will be encypted and vernified as authentic and unmodified

7 rtegrity anly

Crata will be verified as authentic and unrmadified, but will nat be
encrypted

{e" Criztom

G )

T —

Cancel
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IPSec

P—_— I — —
Custom Security Method Settings

Specify the zettings far this custam secunty method.

| Data and address inteqrity without encreption [&H] :

| il

v [ata integrity and encreption [ESP);
[rkegrity algarithbm:
|SHAT

E nicryption algarithim:

|3DES

Segzion key zethings:

W Generate anew key even: W Generate anew key every

100000
K. bytes 300 seconds




IPSec

IP Security Monitor
MMC snap-in

Ize sledovat autentizaci a pocty pakett pro
obe faze IPSec
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SSL

= https
m IS, vlastnosti webu, Certificate Request Wizard, CA
= certifikat, web, 128-bit SSL
= SLDAP
= computer certificate for Server Authentication
= nainstalovat
= MMC snap-in Certificates, Local Computer, Personal
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