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Uvod

» Co vSechno Sifrovat

« SSL FTP x SFTP, SCP

» SSL FTP — Implicit x Explicit — jak
poznat

» Windows — klienti, servery

» Linux — klienti, servery

» Prenos souboru pres SSH

» Seznam odkazu
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Co vsechno sifrovat

. Sifrovat pouze kontrolni kanal
s Jmeéno heslo, prikazy

. Sifrovat vypisy adresait

. Sifrovat i pfenos dat = vse
s Rychlost x BezpeCnost
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FTP SSL x SFTP, SCP

» FTP SSL

s ZaSifrovany protokol FTP
s 2 spojeni - pro piikazy a data
* Problémy s firewally

> SFTP, SCP

s Nema nic spoleCneho s FTP — nadstavba SSH
s Jedno spojeni pro prikazy 1 data
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FTP SSL - Implicit x Explicit

» Rozdil v zacatku spojeni
> Port 990 x 21

» telnet server port (napf telnet localhost 21)
s 220 ready, dude (vsFTPd 1.0.1: beat me, break
me)
» Openssl s client —connect localhost:990
» www.glub.com - Secure FTP Command
Line
s 'V Jave

N
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Windows - server(y)?
Serv-U

> Serv-U
> Podpora — Implicit

14 4

» Snadné ovladani
» Ukazka . .

=1L Serv-U Servers = Domain ]
—|- = < Local Server »»
@% License
] Settings M arne |I-:u:alhn:|3t
@ Activity _
@ Domains Domain IP address [127.0.0.1
- ® |ocalhost
] Settings Dlomain bype |Stn:|re ir I file j
A+ Achivity
+ -ﬂ‘l Users Securty |f-‘-.|||:|w only SSL/TLS sessions j
+-§8 Groups Fegular FTP anly, no SSLATLS zessions
FTP port number [Allaw S5LATLS and regular sessions
Allowonly 55L/TLo sessions
[ Enable dynamic DHS
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Windows - klienti

. . ’ Site detail
» Filezilla - ukazka e ot
@ Cute FTP localhost 330
Servertype:;
? FlaSh XP FTF aver 551 [implicit encryption) w
» Core FTP AL

FTF over 55L [implicit encryption)
FTF aver 551 [explicit encryption)

» FTP Voyager SFTP using 55H2

[T OYPa=s PIO=y SET

Llser

adriir

Pazsword:

[ ]Don't zave password,
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Cute FTP

NP4
» Komercéni

General Twpe lActiDnleptiDnsl

’ DObfe fungu.]i F;E:v?tlhip;i (Implicit encryption) j Eﬁg:
verze 3.0 a 3.3

FTF (standard File Transfer Protocal
FTF with SSL (lmplicit encryption)
FTF with S5L (Explicit encryption)
SFTF using 55HE (Secure Shell)
HTTF (HyperText Transter Frotocal)
HTTPS (Secure HT TR access)

SETVET e

|.-|'1"-.ut|:|—dete|:t j [ Clear Data channel

Clear Command
channel

Genersl lType l Al:tiunsl Dptiuns]

Data connection type:

Host address:

oo » SluSné moznosti
Username: Login method kOn figura C e

|admin o Moarmal

Fassword: " Anonymous

| i » Implicit, Explicit,
SEFTP
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Flash XP

@ Kom eréni .........................

secure socket Layer

" standard (Mo 551

» MnoZstvi voleb ¢ Inplih AL
konfigurace Sy

" Auth TLS

-
-

[ 55l Site ta Site Transfers (not supported by all servers)

Genersl letiDns ] Advanced] =50 ] Bunkmarksl Statistin:s]

Site Mame |Iu[:ﬂlhust

|F Address |I|:u::alh|:|5t Port |99EI
User Mame |admin| [ Anonymous
Password |

Remote Fath |

Local Path | =
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Linux Server

» proFTPd
+ ¢lFTPd
» pureFTPd
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ProFTPD

- Sifruje i soubory

» Moznost autentifikace proti sql

> Nepodporuje implicit SSL

» ./configure --with-modules=mod tls
» Ukazka konfiguraku
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GL{tpd

» Odd¢lene uzivatelske ucty od
systéemovych

» Explicit 1 Implicit (-z sftp v inetd.conf)
> Odmita spojeni od neznamich IP
» Credity, ratio, statistiky, oddéleni

admini,...
* Nejsou k dispozict ZdfojOvEKQYs 1o wccu
’ . RPN U scrrejectsecure !'* userrejectsecure !*
a VYVOJ SC Stepl userrejectinsecure !* @Muserrejectinsecure *

denydiruncrypted !* denydiruncrypted *

@ Conflg dle IP denydatauncrypted !* denydatauncrypted *
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PureFTPd

> Open Source

» Nepodporuje Sifrovany prenos dat
» Nepodporuje Implicit

» Moznost autentifikace proti mysql

» / readme.tls

s . /configure --with-tls ...
s v inet.d --tls=0(default), 1, 2
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Linux Klient

» Litp

s Explicit — protkol ftp://nekdo@nekde.cz

* set ftp:ssl-allow yes

* set ftp:ssl-protect-data yes

» Vhodné umistit do ~/.1ftp/rc nebo Iftp.conf
s Implicit — ftps://nekdo@nekde.cz
s SSH - protokol fish://nekdo@nekde.cz
s ~/ Iftp/bookmarks — Ize s heslem
ftps://ja:heslo@tady.cz:999

» Secure FTP www.glub.com - pouze Implicit
(graficky)
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SSH - prenos souboru

» SSH umoznuje dvé metody:
1) SFTP — pomoci SSH démona
2) SCP — secure copy

» Klienti 1 pro Windows: napt. WinSCP

*» MozZnost volby Sifrovani:
s Blowfish, 3DES, AES, ..
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SSH — rychlost1 prenosu

Prostiedek |[Sifra Windows [MB/s] |Linux [MB/s]
SCP Blowfish 4,0 11,1
3DES 2,6 5,0
AES 1,7 1,7
Arcfour -- 11,1
SFTP v1 Blowfish 0,5 3,1
SFTP v3 Blowfish 1,2 4,5
FTP 8,0 12
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SSH — rychlost1 prenosu

SSH prenos - srovnani rychlosti

—_
N

—
—

—
(@)

[ ] Windows
B Linux

rychlost [MB/s]
A OO0 O N 00 ©

N

SCP/ SCP/ SCP/ AES SCP/ Arc- SFTPv1/ SFTPv3/ FTP
Blowfish 3DES four Blowfish Blowfish
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Zaverem

» Co vSechno Sifrovat

» Rozdil SSL FTP x SSH FTP

» SSL FTP — Implicit x Explicit — jak
poznat

> Windows — klienti, servery

» Linux — klienti, servery

» Ptfenos souboru pfes SSH
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D¢ékujeme za pozornost

* Tato prezentace

s www.cryptofest.cz/SSLsoubory/

» Piehled klientu, serveru, principu fungovani

s www.ford-hutchinson.com/~th-1-pfth/ftps-ext.html

» Iftp.yar.ru °
» www.proftpd.org .
» www.pureftpd.org -
* www.glftpd.com .
* www.openssh.org °

filezilla.sourceforge.net
www.glub.com
www.flashFXP.com
WWW.Serv-u.com

winscp.sourceforge.net




